ABSTRACT 2
INTRODUCTION
Radio Frequency Identification (RFID) is a contact-less technology for automated or manual identification of objects (and/or living beings). We explain in a later section the basics of RFID communication, and why it has been hailed as the next major revolution in identification technology. We first go through a list of the identification systems that are in common use today.
A] An Overview of Identification Technologies in Widespread Use Today

(i)
Optical Codes: The most common, seen everywhere from the product-specific UPCs (Unique Product Codes) to the US Postal Service automatic markings on envelopes, barcodes have penetrated wide and deep in the retail and logistics industry. Their major attractiveness lies in their cheap cost (< lOc/barcode) and ease of handling (can be printed or affixed on almost any product). The major drawback of barcodes, like any other optical-based identification technology, is the necessity for a barcode to be placed in the line-of-sight of the reader [10] . This need makes automation prohibitively difficult to attain (as in automatic check-out of, say, goods from a store, or the check-in of inventory at storage points), since human intervention becomes necessary. The other major drawback to optical barcodes is their inability to uniquely identify objects ( [10] , [16] , [18] ).
(ii) Biometric Identification: Although more specialized, and hardly found in the retail industry, biometric identification has been widely used for some time now for basic access authorizations by companies or in identity-establishing documents (passports, drivers' licenses, etc.) by the government. Such biometric procedures could consist of finger-prints, eye-scans or facial-recognition algorithms.
Although unique in identity determination, biometric identification is still a costly proposition, and requires explicit human intervention to effect its operation. between the card and the reader.
BJ RFID Basics
An RFID device consists of two components: the tag (or the data-holding circuit), and the reader (the querying circuit). From this basic setup can arise a multitude of combinations to result in very specialized RFID implementations, and consequently, a host of governing protocols. Therefore, the specific use a particular implementation of RFID is going to demand, determines the type of tag used, which in turn, defines the characteristics of the reader.
An RFID 'tag' (or 'transponder') is a simple circuit that 'responds' (by oscillating at a specific query frequency) to a read signal by the reader. When the query is completed, and tag response recorded, the reader is free to perform a host of other uses with this acquired data from the tag. The fascination with RFID, indeed, lies with the post-retrieval use of the data (i.e.
database-linking post reading to store/retrieve rich history about the unique ID just accessed).
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II. CURRENT STATE OF AFFAIRS
A] RFID Advantages
Juels ([10] , [13] ) lays down the two distinct advantages of RFID:
(i) Unique Identification: Unlike barcodes that do not hold globally unique identifiers (they are more class-specific: for example, all milk containers from a certain company may have the same barcode readings), RFID tags can store globally unique identifiers. These identifiers can then "act as pointers to database entries containing rich transaction histories for individual items" (Juels, [10] ).
(ii) Automation: Barcodes and almost all other non-RFID methods of identification today require either physical or at least a line-of-sight contact with readers. In contrast, RFID tags can be read without precise positioning as long as they are in their nominal 'read ranges' (see Fig 4 below ).
These obvious advantages, combined with a long-term use of tags for inventorying and/or tracking consumer behavior, has been very attractive to big retailers like Wal-Mart. The
Department of Defense (DoD) has also recognized the efficiency-potential of tracking defense shipments (over $5000) using RFID pallet and crate tags. In the US, these two organizations have exponentially expanded the RFID market in the near future. Many more corporations are soon expected to follow, and the once-prohibitive costs of RFID tags (as compared to other technologies like barcodes) are expected to fall in consequence.
B] Technology vs. Financial Reality
RFID tags have to compete against the existing solutions to identification. Barcodes cost less than 10 cents each to produce, while RFID tags are currently prohibitively over 25 cents a piece. Many protocols govern the many types of tags in production today (see section II.C), and each of them has been designed keeping financial reality in mind: "the tags that will be most inexpensive and most prevalent, such as basic EPC tags, lack the computing power to perform even basic cryptographic operations" [2] , While the technology exists to secure tags comprehensively, the appetite for increased costs does not. This paper, therefore, will look only into proposed solutions that seek to work within the pricing and cost structure dictated by the financial reality of keeping the per-tag production costs under the "magic" price of 10 cents. Garfinkel et. al. [18] report that between "20 and 50 million Americans carry an RFID chip in their pocket every day", with most of it being in forms of smart cards to enter buildings or automobile keys with immobilizer chips. Broadly, RFID is today being used in the following:
Automobile Immobilizers: Usually low frequency (125 kHz to 134.2 kHz), these passive RFID tags authenticate, and thereby enable a vehicle operation.
While only costing a few dollars, they have been credited for up to a 50% reduction in vehicle thefts.
(ii) Animal Tracking: At a cost of $15/animal, RFID tracking has enabled lost pets, farm animals and feral animals to be tracked and inventoried. Even high-end tracking using GPS tags ($4000/tag) has been achieved by researchers tracking deep-sea marine life. 
III. TECHNOLOGY POTENTIAL
With a technology as rapidly developing as RFID is today, it may be anyone's guess as to what the future holds, but certain developments seem to stand out in terms their starkness of intent, and technological achievability. The role of legislative regulation and citizen action will also be a significant determining factor in the future application and adoption of this technology.
A] Technology developments
RFID technology is going through a rapid expansion phase with a dual objective:
increasing tag-data capacity, and reducing tag-cost. However, with the recent privacy outcry ( [21] , [18] ) and policy steps, industry is beginning to realize the third objective: privacy and security. We will see that these are two separate subjects, though, but with a common goal of data integrity and secrecy.
With increased proliferation of tags, and the awarding of the ONS (Object Naming Service) contract to Verisign by EPC, there are valid concerns regarding the privacy of the endusers of such technology: individual users. Many questions arise, which we attempt to examine one-by-one below.
Juels [10] notes the following few very-achievable possibilities in the near future:
(i) Smart appliances: RFID tags in garments, food packages and home appliances could "talk" to each other by communicating amongst themselves. Although "Blue Tooth" was supposed to achieve similar objectives a decade ago, the simplicity of RFID communications give it much more appeal (ii) Shopping: Consumers could check out whole carts at a time by just rolling through any of the RFID-enabled terminals. A bit more disconcerting is the idea that RFID-enabled payment devices could "perhaps even charge the consumer's [credit cards]".
(iii) Medication compliance: RFID-enabled medicine cabinets could verify (and warn otherwise) if medications are being taken in a timely manner. Hospitals are set to benefit using RFID due to ease of medical instruments inventorying.
B] Technological Constraints
The performance of an RFID chip embedded on a tag is dependant upon many conditions. Also, the FCC power regulations, at the minimum, guarantee that the read-ranges of the devices will not be exceeded significantly. The following environmental constraints are applicable to radio-frequency powered circuits:
If a tag is wrapped in or surrounded by a metal, it becomes invisible to any incoming radio frequency signals. This is due to the dissipation of radio frequency by the surrounding metal. This same effect is also achieved when fluid (electrolytes) surround the tag. The human body, being mostly water, would in fact block many potential RFID "attacks" [10] .
(ii) Longer than 'expected' range: Sometimes RFID tags could have excessively long ranges, causing readers to in fact detect more tags than are in the actual 'reading area'.
(iii) Tag failure: Excessive radiation can actually destroy the tag due to electromagnetic burn effect. This is sometimes the principle used to disable a tag for good. Note that this is different from the "KILL" command [ 10] , in which, there is a unique PIN provided to the tag by a reader authorized to disable the tag.
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IV.
SECURITY AND PRIVACY
Threats to data integrity and secrecy form different categories of concerns: security and privacy.
According to Juels [10] , a security threat would constitute either physically or electronically destroying or cloning a data-containing RFLD tag. This is the threat most likely in cases of corporate espionage (competitors scanning and retrieving classified company product history), combat situations (the enemy trying to locate DoD tags, in order to track military movements) and rogue suppliers (vendors stealing genuine shipments and replacing them with shipments labeled with copied / cloned data tags).
Threats to the privacy of tag information are more numerous and much more noticeable since they affect the end-users (or the consumers) of the RFID-tagged products. Ironically, the basic problem arises due to the fundamental advantage of an RFID tag: its uniqueness. While this uniqueness becomes very desirable from an inventory/logistics point of view [13] , this same uniqueness can also result in the unique tracking of individuals carrying such unique tags.
Although the tags themselves carry only small amounts of data (up to 256 bits at most), the vulnerability arises when the readers are able to associate an individual with a unique ID, and then track her movements, buying preferences, and in effect, rob her off her fundamental right to privacy.
Kim et. al. in [16] lay out a Platform for Private Preferences (P3P) that will hard-code the privacy settings desired in different situations into the tags as and when they are produced. In the following sections, we explore the threats to privacy/security and proposed low-cost solutions in the vast literature out there. Our objective is to draft a comprehensive solution compendium for such issues.
A] Security Threats
EPC (Electronic Product Code) is the protocol most-in-demand due to its adoption by both Wal-Mart and the DoD. Since security threats pertain more to the corporate side of the RFID equation, threats to EPC are considered to contain all major threats out there.
Garfinkel et. al. [18] identify the following four major threats posed due to current lowcost protocols: 
C] Cloning Threats
The assumption of any encryption is that its public/private keys are long enough to endure a sustained "brute force" attack to decode the data. However, RFID-tags have one major constraint: their data-capacity is very low to keep prices accordingly low. Therefore, an encryption state of as low as 40 bits was considered to be pretty safe by TI (which is less than 20% of the current bits used in online encryption). RSA Labs were able to show [10] how easy it was to crack TI's Speedpass devices that control most of today's automobile immobilizer systems.
Cloning involves an attacker to record the response of a tag, and then infer its ID. Once the ID is received, the system then poses as an authentic tag, mimicking its behavior when queried by a reader.
D] Proposed Solutions
There have been several solutions proposed, some stronger some cheaper. We try to compile all the ones that do not compromise cost efficiency (as otherwise, they are very likely to not even be adopted). The first solution to the problem of tag-reader relationship is the basic anticollision feature of today's RFID Tags ( [5] , [7] , [9] , [19] & [25] ):
There are two major frameworks in this area:
ALOHA (Areal Locations of Hazardous Atmospheres):
Multiple tags being queried at the same time by a reader 'broadcast' their responses back to the reader at timed intervals. A transmission node that has a packet to transmit selects at random one of the time slots, and thus is able to maximize its read efficiency.
(ii) Tree-based Protocols: They split a group of tags into two subgroups until the reader receives signals of tags without collisions. In the binary tree protocol, tags are required "to have functionalities of managing a counter and a random number generator" (Myung et. al., [19] ).
Garfinkel et. al. [18] and Juels et. al. [10] (G&J) suggest multiple options, and compile the studies of various authors in the past five years ( [5] , [7] , [8] , [11] , [12] , [14] , [15] , [17] , [20] , [22] , [23] , [24] ), and we feel, rightly omit costlier propositions. The RFID privacy/security puzzle rests on finding solutions to two problems:
Uniqueness of the tag data (encrypted or not)
(ii) Data Integrity (to stave off 'cloning' attacks)
G&J's suggestions try to address the above two basic criteria:
"Killing " and "Sleeping EPC tags address consumer privacy by adding a KILL command (provided it is supported by a PIN), which will permanently disable the tag after its primary use (that at the point-of-sale or receiving terminal).
Although this approach is simple and easy to implement, it "eliminates all of the post-purchase benefits of RFID for the consumer" [10] . Garnfinkel et. al., in fact question the wisdom of doing such a thing in the commercial world, where the sole purpose of RFID is to keep track of inventory and logistics till the every end of the supply-chain. Killing is not a solution in that scenario.
As an alternative to 'killing', Juels et. al. offer 'sleeping' tags. However, that would involve a different PIN for putting to sleep and 'waking' up individual tags by customers, which is rightly rejected as an unsound solution.
(ii) Renaming Approach: The sticking point with most solutions is: even though the encrypted ID being emitted by a tag has no specific meaning, it still is unique.
This, in itself, is a threat. Juels et. al., therefore suggest re-labeling, both physical and electronic, minimalist cryptography, which would involve only a small collection of pseudonyms (considerably slowing read time), and re-encryption as proposed using a public-private key cryptosystem. There, the authority to 'write' tags would only be granted to "authorities" like central bankers and/or law enforcement officials. It is vaguely based on the RSA encryption algorithm [1] , and actually demonstrates a way cryptography can be effectively used on tags that are inherently incapable of hardware-supported security capacity.
(iii) The Proxying Approach: Actually having a private RFID reader on the person of the RFID-carrying individual, could theoretically be programmed to set interaction policies of the RFID tags within its read range, so as to not allow any incoming radiations to reach the tags unless specifically deactivated or programmed to deactivate when certain conditions were met.
(iv) Distance Measurement: A few sophisticated attacked are "relay attacks", i.e., a proxy attack reader scans a potentially 'correct' tag from a distance; transmits it to a proxy tag at a farther distance; which in turn reflects this signal to a reader at a significant distance away from the original tag. This causes the reader to mistake a 'reflector' tag for the original one, in turn acting as an ephemeral 'clone'.
To prevent this, Hancke et. al. [20] devise a distance-bound verification algorithm that achieves distance-bounding through time-delay recording. Therefore, the reader is able to query a tag, and calculate the delay in its signal, therefore concluding its distance from itself. One can imagine this as a series of reflecting mirrors, each of which represents a tag. A light source representing a reader will have a sensor that calculates the time a light beam took to get reflected back into itself. This time difference could be set to a critical value, above which, the reader would not accept the response of the tag, since it will be deemed to be too far. The 'perfectly secure' system is a still a while away. This paper tries to explore the solutions in the literature, while bringing to light the myriads of protocols and regulations that govern the implementation of RFID. The fundamental issue of RFID tag ID transmittal is still sticky, although there have been many attempts to address them.
V. IN CONCLUSION: PERSPECTIVE FROM THE USERS
The number one concern of the industry is the ROI -Return on Investment of the RFID as an investment. Due to this goal, and due to the still deep market penetration of alternative technologies in the market, the barcodes and the optical systems, RFID has faced immense pressure to keep on reducing in complexity, and hence as the hope goes, in price. This has, in turn the flip side of ignored security and privacy concerns. The magic figure of lOc/tag is still a while away, and the minimum number of logic 'gates' to implement even the basic security are not foreseen to be installed in any mass-used tag in the near future. Poirier & McCollum in their book [29] points out that a retailer loses an average of 4% of sales due to out-of-stock items. If RFID is to bring value, its deployment then has to obviously cost less than that figure.
Since, increasingly, not only personal privacy concerns but also corporate security concerns are gaining ground, it will not be surprising to see an adjustment of the total cost of tags to include the potential losses caused by the lack of privacy/security enhancements in the future generations of RFID tags.
Public policy also has to reflect these concerns in a more regulatory fashion. Taking cue from the FCC, policy formulated at the highest levels will have to be mandated to bring about an overall acceptance of this potentially malicious technology. For instance, California passed the Identity Information Protection Act in 2005 dictating certain terms and requirements governing the use of RFID to track goods and customers [18] , placing a "moratorium on embedding RFID in drivers' licenses and outlawing surreptitious interception of RFID signals".
Future research in this field will have to involve specialists and experts from many different fields of study like engineering, mathematics, business and public policy. While the technology continues to grow at its own pace, its implementation has to be sustainable, giving due cognizance to the concerns of the ultimate beneficiaries: the end-users.
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